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2 games?

Pr
S
[A(G(S)) = 1] ≈ Pr[A(U𝜆+ℓ ) = 1]

Pr
K
[AF (K, ·) () = 1] ≈ Pr

R
[AR () = 1]

1 game?

whatever this is
Pr[M = m] = Pr[M = m | C = c]
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interaction as prose?

interaction as “code”?
(pk, sk) � Gen(1n)

(m0,m1, state) := AEncpk ( ·) (pk)

assert |m0 | = |m1 |
b � {0, 1}
c := Encpk (mb)

b′ := AEncpk ( ·) (state, c)

return [b ?
= b′]



interaction as prose? interaction as “code”?
(pk, sk) � Gen(1n)

(m0,m1, state) := AEncpk ( ·) (pk)

assert |m0 | = |m1 |
b � {0, 1}
c := Encpk (mb)

b′ := AEncpk ( ·) (state, c)

return [b ?
= b′]



primitive interface ≠ security game interface



</nitpick>
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start with

1 game-based security
[Shoup04, BellareRogaway06]

write every security de�nition as

2 indistinguishability of two
separate games

death to “guess the secret bit!”

3 reductions are implicit
in the game-hopping �ow
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an example



1: game-based library-based security

library = stateful collection of subroutines

K � {0, 1}𝜆

enc(M):
return Enc(K,M)

dec(C):
return Dec(K,C)

qery(X ):
if L[X ] unde�ned:
L[X ] � {0, 1}n

return L[X ]

“A �L” = result of composing (calling program) A with (library) L in the natural way

only interaction between adversary & “challenger” is subroutine-calling
(variables are privately scoped to the library)
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2: security = indistinguishability of 2 libraries

Definition

G : {0, 1}𝜆 → {0, 1}𝜆+ℓ is a secure pseudorandom generator if:

Lprg-real

prg.sample( ):
S � {0, 1}𝜆
return G(S)

u

Lprg-rand

prg.sample( ):
Y � {0, 1}𝜆+ℓ
return Y

For all poly-time A: Pr[A � Lprg-real ⇒ 1] ≈ Pr[A � Lprg-rand ⇒ 1]
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security proofs: an example

Claim:

If G is a secure (length-doubling) PRG then 𝐺 𝐺 is a secure PRG
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prg.sampleG ( ):
Y � {0, 1}2𝜆
return Y

then
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prg.sampleH ( ):
S � {0, 1}𝜆
A‖B := G(S)A‖B := G(S)
C‖D := G(B)C‖D := G(B)
return A‖C‖D

u

LH
prg-rand

prg.sampleH ( ):
Y � {0, 1}3𝜆
return Y
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where was the reduction?

· · · ≡

prg.sampleH ( ):
S � {0, 1}𝜆
A‖B := G(S)
C‖D := G(B)
return A‖C‖D

≡

prg.sampleH ( ):
A‖B := prg.sampleG ()
C‖D := G(B)
return A‖C‖D

�
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u

prg.sampleH ( ):
A‖B := prg.sampleG ()
C‖D := G(B)
return A‖C‖D

�

LG
prg-rand

prg.sampleG ( ):
Y � {0, 1}2𝜆
return Y

≡

prg.sampleH ( ):
A‖B� {0, 1}2𝜆
C‖D := G(B)
return A‖C‖D

≡ · · ·

If A distinguishes these, . . . then A �
prg.sampleH ( ):
A‖B := prg.sampleG ()
C‖D := G(B)
return A‖C‖D

distinguishes these
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more detail:
a tour of security de�nitions



One-time-pad security property:

Lotp-real

otp.enc(M):
K � {0, 1}n
C := K ⊕ M
return C

≡

Lotp-rand

otp.enc(M):
R � {0, 1}n
return R

For all (not necessarily poly-time) A: Pr[A � Lotp-real ⇒ 1] = Pr[A � Lotp-rand ⇒ 1]
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One-time secrecy for symmetric-key encryption:

Lots-real

ots.enc(M):
K � K
C := Enc(K,M)
return C

≡

Lots-rand

ots.enc(M):
C � C
return C

(real-or-random!)



Left-or-right one-time secrecy for symmetric-key encryption:

Lots-le�

ots.enc(ML,MR):
K � K
C := Enc(K,MLML)
return C

≡

Lots-right

ots.enc(ML,MR):
K � K
C := Enc(K,MRMR)
return C



G : {0, 1}𝜆 → {0, 1}𝜆+ℓ is a secure pseudorandom generator if:

Lprg-real

prg.sample( ):
S � {0, 1}𝜆
return G(S)
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Security of a pseudorandom function:

Lprf-real

K � {0, 1}𝜆

prf.qery(X ):
return F (K,X )

u

Lprf-rand

prf.qery(X ):
if L[X ] unde�ned:
L[X ] � {0, 1}m

return L[X ]

(“lazy random dictionary”)



CPA security for symmetric-key encryption:

Lcpa-real

K � K

cpa.enc(M):
C := Enc(K,M)
return C

u

Lcpa-rand

cpa.enc(M):
C � C

(
|M |

)
return C

C(ℓ) = set of ciphertexts that result from encrypting plaintexts of length ℓ

every ciphertext is a “challenge” ciphertext



CCA security for symmetric-key encryption:

Lcca-real

K � K

cca.enc(M):
C := Enc(K,M)
return C

cca.dec(C):
return Dec(K,C)

u

Lcca-rand

K � K

cca.enc(M):
C � C(|M |)
D[C] := M
return C

cca.dec(C):
if D[C] de�ned:
return D[C]

return Dec(K,C)

“patch” the decryption oracle vs “guard” the decryption oracle



CPA security for public-key encryption:

Lpk-cpa-real

(PK, SK) := KeyGen()

cpa.pk( ):
return PK

cpa.enc(M):
C := Enc(PK,M)
return C

u

Lpk-cpa-rand

(PK, SK) := KeyGen()

cpa.pk( ):
return PK

cpa.enc(M):
C � C(|M |)
return C



Security for a digital signature scheme:

Lsig-real

(PK, SK) := KeyGen()

sig.pk( ):
return PK

sig.sign(M):
S := Sign(SK,M)
return S

sig.ver(M, S):
return Verify(PK,M, S)

u

Lsig-ideal

(PK, SK) := KeyGen()

sig.pk( ):
return PK

sig.sign(M):
S := Sign(SK,M)
S := S ∪ {(M, S)}
return S

sig.ver(M, S):
return

[
(M, S) ?∈ S

]
every call to sig.ver is a potential for forgery



a tour of some security proofs



Claim:
If F is a secure PRF with input length 𝜆, then the following is a CPA-secure symmetric
encryption scheme:

𝑅 𝐹

$ 𝐹 𝑆 𝑀

𝑀

Enc:
Dec:

Enc(K,M):
R � {0, 1}𝜆
S := F (K, R) ⊕ M
return R‖S



in other words. . .

if

Lprf-real

K � {0, 1}𝜆

prf.qery(X ):
return F (K,X )

u

Lprf-rand

prf.qery(X ):
if L[X ] unde�ned:

L[X ] � {0, 1}n
return L[X ]

then

Lcpa-real

K � {0, 1}𝜆

cpa.enc(M):
R � {0, 1}𝜆R � {0, 1}𝜆
S := F (K, R) ⊕ MS := F (K, R) ⊕ M
return R‖S

u

Lcpa-rand

cpa.enc(M):
R‖S � {0, 1}𝜆+n
return R‖S



<demo>



idiom: 3-hop maneuver

L1 ≡ L2 � Lle� (factor out)

u L2 � Lright (swap)

≡ L3 (inline)

Lle� u Lright de�nes
security of some primitive

A reduction in disguise:

If A distinguishes L1 from L3 then
A �L2 breaks the primitive

if a proof fails, it’s in the factoring out step
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another example



idiom: bad events

Theorem
If L1,L2 identical-until-bad, then advantage
is bounded by

Pr[bad event triggered in A �L1]

problem: some subtlety in analyzing bad
event probability
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2-block CBC-MAC:
If F is a secure PRF with input/output length 𝜆, then the following a secure PRF with
input length 2𝜆:

F2cbc(K,X1‖X2):
Y1 := F (K,X1)
Y2 := F (K, Y1 ⊕ X2)
return Y2

𝑋1 𝑋2

𝐹 𝐹

𝑌2



in other words. . .

if

Lprf-real

K � {0, 1}𝜆

prf.qery(X ):
return F (K,X )

u

Lprf-rand

prf.qery(X ):
if L[X ] unde�ned:

L[X ] � {0, 1}n
return L[X ]

then

Lcbc-2
prf-real

K � {0, 1}𝜆

prf.qerycbc-2 (X1‖X2):
Y1 := F (K,X1)Y1 := F (K,X1)
Y2 := F (K, Y1 ⊕ X2)Y2 := F (K, Y1 ⊕ X2)
return Y2

u

Lcbc-2
prf-rand

prf.qerycbc-2 (X1‖X2):
if L[X1‖X2] unde�ned:
L[X1‖X2] � {0, 1}𝜆

return L[X1‖X2]



<demo>



Lprf-rand

prf.qery(X1‖X2):
if L[X1‖X2] unde�ned:
L[X1‖X2] � {0, 1}𝜆
X := X ∪ {X1‖X2}

return L[X1‖X2]

end of time:
for X1‖X2 ∈ X:
if R[X1] unde�ned: R[X1] � {0, 1}𝜆
Y1 := R[X1]
if R[Y1 ⊕ X2] de�ned:

bad := truebad := true

R[Y1 ⊕ X2] := L[X1‖X2]

What is the bad event probability?

all randomness chosen after adversary’s
inputs (X) are chosen

⇒ fairly straight-forward union bound
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philosophical musings



7
contrapositive reasoning

if A breaks Σ then B breaks primitive

focus is on unspeci�ed, hypothetical,
mysterious A

B appears out of thin air,
one big conceptual leap

X
positive reasoning

if primitive secure then Σ secure

focus is on tangible libraries that de�ne
security for Σ
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7
cryptographic reasoning

probabilities, distributions, views

indistinguishability

secrecy of values

independence of random variables

X
cs101 reasoning

behavior of concrete source code
(CS major’s native language)

these programs “do the same thing”

lexical scope

syntactic independence of variables
(“can sample distribution afterwards”)
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di�culties, limitations



awkward things

security de�nitions for CRHF, OWF

so much “bookkeeping!”
I multi-stage games
I guarding an oracle
I adversary repeating queries

single-instance vs multi-instance

Lprg-real

prg.sample( ):
S � {0, 1}𝜆
return G(S)

vs

LF
prf-real

K � {0, 1}𝜆

prf.qery(X ):
return F (K,X )

proof techniques:
I reduction rewinds the adversary

(forking lemma)
I reduction “guesses the oracle query”
I . . .
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but can you use it for research?



X

ia.cr/2018/306
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case study from a recent submission
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open problems
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adapt to MPC in a more principled way



tools for formal proof veri�cation
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tools for writing hybrids

K � {0, 1}𝜆

prf.qery(X1‖X2): prf.qery(X1‖X2): prf.qery(X1‖X2): · · ·
if L[X1‖X2] undef: if L[X1‖X2] undef: · · ·

if R[X1] undef: · · ·
R[X1] � {0, 1}n · · ·

Y1 := F (K,X1) Y1 := F (K,X1) Y1 := R[X1] · · ·
if R[Y1 ⊕ X2] undef: · · ·

R[Y1 ⊕ X2] � {0, 1}n· · ·
Y2 := F (K, Y1 ⊕ X2) L[X1‖X2] := F (K, Y1 ⊕ X2) L[X1‖X2] := R[Y1 ⊕ X2]· · ·

return L[X1‖X2] return L[X1‖X2] · · ·

edit vertically and horizontally



1 game-based security
[Shoup04, BellareRogaway06]

write every security de�nition as

2 indistinguishability of two
separate games

3 reductions are implicit
in the game-hopping �ow
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thanks!


