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The Difficulty Of Private Contact Discovery

Building a social network is not easy. Social networks have value
proportional to their size, so participants aren't motivated to join new
social networks which aren't already large. It's a paradox where if
people haven't already joined, people aren’t motivated to join.

{my phone contacts} N {users of your service}
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Abstract

Apple’s offline file-sharing service AirDrop is integrated into
more than 1.5 billion end-user devices worldwide. We dis-
covered two design flaws in the underlying protocol that
allow attackers to learn the phone numbers and email ad-
dresses of both sender and receiver devices. As a reme-
diation, we study the applicability of private set intersec-
tion (PSI) to mutual authentication, which is similar to contact
discovery in mobile messengers. We propose a novel opti-
mized PSI-based protocol called PrivateDrop that addresses

the specific challenges of offline resource-constrained op-
eration and integrates seamlessly into the current AirDrop
protocol stack. Using our native PrivateDrop implementa-
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> x +— H(x)%is a PRF (DDH assumption + random oracle)

> first two messages are an oblivious PRF protocol

» standard OPRF—PSI paradigm [FreedmanlshaiPinkasReingold05]

[HubermanFranklinHogg99]
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compare P(-)* values

correctness:  Bob knows dlog of P(y) for programmed points v/
obliviousness:  description of P doesn’t leak choice of programmed points v
efficiency: |description of P| = n group elements v
P(-)%is PRF: Bob cannot know dlog of any other P(x) 77
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KA message

»

» __ P(y; =KA response

> use generic key agreement in place of g% g?
> KA protocol messages must be pseudorandom bit strings

> e.g., elliptic curve Diffie-Hellman with elligator encoding scheme

[BernsteinHamburgKrasnovalange13]
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interpolate polynomial P so that:

next message in private

P(y) = equality test protocol

deg-n polynomial
deg-n polynomial

<

ideal cipher model

our protocol:

interpolate polynomial P so that:

next message in key
agreement protocol

P(y) =

one KA message

> n KA
deg-n polynomial responses

ideal permutation model
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