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)
≈ $

128 bits of entropy!
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e.g., A = { foo, bar, tpmpc, . . . }
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h(bar)

1-hash-function Bloom �lter

=

Ev( , foo) ⊕ Ev( , foo)
h(foo)

+
our protocol

= [ChaseMiao20]
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weak bFSS for arbitrary sets, from polynomials

e.g., A = {foo, bar, tpmpc, . . .}

= a PRF seed
P = coe�s. of a polynomial s.t.

F ( , a) = P (a) for a ∈ A

(deg(P) = |A |)
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our protocol

= spot-light

[PinkasRosulekTrieuYanai19]



weak bFSS for arbitrary sets, from polynomials

e.g., A = {foo, bar, tpmpc, . . .}

= a PRF seed
P = coe�s. of a polynomial s.t.

F ( , a) = P (a) for a ∈ A

(deg(P) = |A |)

+
our protocol

= spot-light

[PinkasRosulekTrieuYanai19]



weak bFSS for arbitrary sets, from polynomials

e.g., A = {foo, bar, tpmpc, . . .}

= a PRF seed
P = coe�s. of a polynomial s.t.

F ( , a) = P (a) for a ∈ A

(deg(P) = |A |)

+
our protocol

= spot-light

[PinkasRosulekTrieuYanai19]



bFSS schemes =⇒ OPRF =⇒ PSI

bFSS sets share size

trivial truth-table any subset of [n] n
1-hash Bloom �lter any set O( |A|)
polynomial any set |A|

??? union of radius-𝛿 balls � |A|
(for fuzzy PSI)
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a few tricks for weak bFSS



Alice’s set (in fuzzy PSI) = union of balls



an ℓ2 ball

ℓ∞ intersection of d intervals
ℓ1 intersection of 2d−1 intervals
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ℓ∞ intersection of d intervals
ℓ1 intersection of 2d−1 intervals
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an ℓ∞ ball

ℓ∞ intersection of d intervals
ℓ1 intersection of 2d−1 intervals



bFSS needed for fuzzy PSI:

Alice’s set = union of balls ball = intersection of intervals



← weak bFSS strong bFSS→geometric structure:
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many
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interval

ball
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large

small
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large
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large
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xor share spatial hash sumxor share spatial hash sum

� sum� sum

tensortensor

concat � tensorconcat � tensor

spatial hash sumspatial hash sum

� sum� sum

ggmggm

� ggm� ggm

globally
axis-disjoint

centers
>
4𝛿

disjoint

disjoint

centers
>
4𝛿

disjoint

disjoint

xor share spatial hash

concat

spatial hash

our bFSS contributions:

simple constructions

scratched the surface

weak bFSS =⇒
more e�cient bFSS

(multi-bit output; false positives)
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intersection of strong bFSS:

state of the art: [BoyleGilboaIshai15]:

new intersection of weak bFSS:

(Ev can output multiple bits!)

Share(A) →
(
∈ A? , ∈ A?

)
Share(B) →

(
∈ B? , ∈ B?

)
Ev

(
∈ A? , x

) 


Ev ( ∈ B? , x)
Ev

(
∈ A? , x

) 


Ev ( ∈ B? , x)︸                             ︷︷                             ︸
secret shares of 00 ⇐⇒ x ∈ A ∩ B

sharesize(A ∩ B) = sharesize(A)
× sharesize(B)

sharesize(A ∩ B) = sharesize(A)
+ sharesize(B)
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union of strong bFSS:
state of the art: [BoyleGilboaIshai15]:

new union of weak bFSS:

1 2 3 4 5

6 7 8 9 10

11 12 13 14 15

16 17 18 19 20

21 22 23 24 25
2121

2222

1616

1717

2323

1818

1313 1414

88 9977

22 33 44 55

1010

interpolate polynomials P0(id) = id
P1(id) = id

evalcost(A1 ∪ · · · ∪ An) = n · evalcost(Ai) evalcost(A1 ∪ · · · ∪ An) = O(evalcost(Ai))
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n balls ; b-bit integers ; radius 𝛿 ; dimension d

share size
strong FSS balls disjoint O(n𝜆bd)

weak FSS balls disjoint O(n𝜆(4 log𝛿)d)
weak FSS balls > 4𝛿 apart O(n𝜆d2d log𝛿)
weak FSS balls axis-disjoint O(n𝜆d log𝛿)

stricter structure, weaker bFSS =⇒ smaller bFSS shares
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summary of our results

if Alice’s set has
weak function secret sharing

with share size 𝜎

then there is an OPRF/PSI protocol
with communication O(𝜆 · 𝜎)

+ new weak bFSS tricks
for union of ℓ∞ balls

(fuzzy PSI)



limitations (open problems)

I Alice’s communication is O(FSS share size)
but her computation is still O(cardinality)

I only Alice’s set has structure

I only semi-honest PSI

I various exponential dependence on dimension
(worse for ℓ1 metric)

I only explored bFSS for union of balls so far
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thanks!


