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what if sets are geospatial points?

Alice Bob
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Unlikely that Alice & Bob have identical GPS coordinates
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structure-aware
PSI:

weak FSS:

new FSS
techniques:

new, viable approach for (semi-honest) fuzzy PSI
and more

practical PSI protocol where Alice’s set has any
publicly known structure

reduce PSI to (new variant of) function secret sharing

Alice’s PSI communication = O(A - FSS share size)
i.e., description size—not cardinality—of set

focus on FSS for unions of geometric balls
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oblivious PRF (OPRF) paradigm for PSI

[FreedmanlshaiPinkasReingold05]

Alice: Bob:
X={x1,x2,...} X1, X2, . .. Y:{yl,yz,...}

random F(+)
OPRF >

F(x), F(x), ..

F()’l),F(J/z), coo

A

typical OPRF:  Alice’s communication = O(A - cardinality of X)

structure-aware OPRF:  Alice’s communication = O(A - description size of X)
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[BoyleGilboalshai15]-style FSS for the “membership in A” function

Share(4) - (@) BB~
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(trivial) bFSS for subsets of | n|

Ac{ 1 2 3 45 ..n}

eg, A= 2 3 5
& { } our protocol
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[IshaiKilianNissimPetrank03]
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(new) weak bFSS

Share(A) - (@) @ 8~$

xe A = Ev(ii) x) @ Ev(@ x) = 0~
x¢ A = VI Tro-re&ETI 7 0"

Pr [Ev(@ x) ® Ev(I, x) # 0¢] > 1

1. Ev can output multiple bits

2. Bounded false positives

how do false positives affect OPRF protocol?
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basic bFSS weak bFSS
with 128 (@), @) pairs: with 440 (i} @) pairs:
— @y -E@oel xeA] — o
F(x) = H(ev(@008- ) F(x) = (230808 »)
=H(Ev(---,x)eas)%$ =H(Ev(---,x)ea??)z$

128 bits of entropy!
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weak bFSS for arbitrary sets, from Bloom filters
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weak bFSS for arbitrary sets, from Bloom filters

e.g,A={ foo,bar, tpmpc,... }

our protocol
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weak bFSS for arbitrary sets, from polynomials

e.g., A= {foo,bar, tpmpc,...}

our protocol
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[PinkasRosulekTrieuYanai19]
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plain PSI

bESS schemes — OPRF — PSI

bFSS

trivial truth-table
1-hash Bloom filter

polynomial

772

sets

any subset of [n]
any set
any set

union of radius-6 balls
(for fuzzy PSI)

share size
n

O(|A])

| Al

< |A]



a few tricks for weak bFSS
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bFSS needed for fuzzy PSI:

Alice’s set = union of balls ball = intersection of intervals
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geometric structure: «— weak bFSS | strong bFSS—
1

many ball large [[xor share][spatial hash] . [sum]]

many ball small

one ball large

one  ball small

many interval large

many interval small

one interval large

one interval small

our bFSS contributions:
simple constructions
scratched the surface

weak bFSS —
more efficient bFSS

(multi-bit output; false positives)
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intersection of strong bFSS: new intersection of weak bFSS:

state of the art: [BoyleGilboalshai15]: (Ev can output multiplem

Share(A) — (B8 E79)
Share(B) — (EEB EE0)

Ev (B8 x) ||Ev (GEB. ~)
Photo Ev (8. x) HEV (@B ~)

N_Ot secret shares of 00 &< x € ANB
Available

sharesize(A N B) = sharesize(A)

sharesize(A N B) = sharesize(A)
X sharesize(B)

+ sharesize(B)
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union of strong bFSS:

state of the art: [BoyleGilboalshai15]:

Photo
Not
Available

evalcost(A; U ---U A,) = n- evalcost(A;)

new union of weak bFSS:

-

B0 PP
L. dPdP
@ PP
PPE

Py(id) =@
Py(id) = @)

interpolate polynomials

evalcost(A; U --- U A,) = O(evalcost(A;))
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n balls ; b-bit integers ; radius J ; dimension d

share size
strong FSS  balls disjoint O(nAb%)
weak FSS  balls disjoint O(nA(4log6)%)

weak FSS  balls > 46 apart ~ O(nAd2?1og 6)
weak FSS  balls axis-disjoint O(nAdlog )

stricter structure, weaker bFSS —> smaller bFSS shares



summary of our results

if Alice’s set has
weak function secret sharing
with share size o

then there is an OPRF/PSI protocol
with communication O(A - o)

+ new weak bFSS tricks
for union of £, balls
(fuzzy PSI)
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limitations (open problems)

» Alice’s communication is O(FSS share size)
but her computation is still O(cardinality)

> only Alice’s set has structure
» only semi-honest PSI

» various exponential dependence on dimension
(worse for £; metric)

» only explored bFSS for union of balls so far



thanks!



