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updatable PSI: can marginal cost scale with n instead of N'?

[BadrinarayananMiaoXie22]
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plain PSI protocols: updatable PSI protocols:
state-of-the-art protocols use exclusively all existing protocols rely on
symmetric-key techniques: public-key techniques:
128 base OTs O(n) expensive public-key operations

+ O(N) cheap symmetric-key operations
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can we base updatable PSI
on symmetric-key techniques?

yes!

on sets with 4M items, 1K new items per epoch:

naive (non-updatable) PSI [RaghuramanRindal22] 6 seconds

[BadrinarayananMiaoXie22] 3.2 seconds
[BadrinarayananMiaoShiTromanhauserZeng24] 99 seconds

our protocol  0.07 seconds

all results in honest-but-curious model




big picture: use state-of-the-art (plain)
PSI as starting point
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linear OKVS [GarimellaPinkasRosulekTrieuYanai21]

X — OKVS -

A Tgut coefficients of
polynomial P:

uptliate update Vx € X: P(x) =
v ! special value
X’ —

most coefficients change!

main idea: add/remove items from X by making a
small number of changes to the vector

we couldn’t figure out how to do this!
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example: cuckoo hashing

hy (x)

hg (x

> invariant: x € X &= “x” is at position h;(x) or hy(x)
v add x by changing only few positions of vector (eviction)
v “does x exist at position i?” is affine
X

“is x € X?” is not affine!
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k-relaxed OKVS

efficient constructions with k € {O(1), O(log N), O(loglog N)}
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updatable‘.

VOLE = vector r *
oblivious linear
evaluation

additive shares of A - v

dd
updatable OKVS: encoding of X 240 tems, encoding of X’

2?7?77

updatable VOLE: shares of A - v P77, shares of A - ¥/

V' — Vs a sparse vector!

additively share A - (V' — V) using [DoernerShelat17]
cost = O(Alog N)
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277?
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k-relaxed OPRF

(5. F(x, ), €1 — f0)
(LF(st 1)):
(4> F(X3, 4)),
' F(Y x [k])
> for each x: associated outputs F(x, 1),..., F(x, k)

> if x € X: receiver learns some F(x, i)

> sender can compute any F(x, i)

v still useful for PSI (but k X communication)
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another problem!

OKVS update

additive shares of additive shares of
A - [k-relaxed OKVS enc of X] A - [updated OKVS encoding]

|

k-relaxed OPRF where
receiver learns F(X, * )

F defined in terms
of additive shares

= updates change F!

> parties must learn which PRF outputs have changed!
» highly non-trivial to define updatable OPRF
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given an updatable OPRF, how to get updatable PSI?

(for now: focus on additions only)
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can choice of new items depend on previous protocol messages?

> no, in the security model of all prior works
!l some protocols trivially broken by adaptive updates

v we explicitly consider adaptive updates, and show how to support
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summary

first updatable PSI based on fast symmetric-key techniques

updatablel

up datable!

] OKVS
= oblivious > oblivious linear
key value store evaluation

up datable!

~ 5 - updatable!
VOLE = vector . OPRF - -

oblivious PRF

linear

[

open problems:
> more efficient deletion: (we require O(N) computation for deletions)

> security against malicious adversaries?

thanks for your attention!



